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12% of EU consumers

were misled into buying a fake product instead of a genuine one. 
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ANTI-COUNTERFEITING BLOCKATHON INFRASTRUCTURE

37% of consumers wondered whether the product they had purchased 

online was real or fake

5.8% of EU imports (EUR 119 billion) in 2019 

are attributed to counterfeit and pirated goods

Source: IP Youth Scoreboard 2022

Source: 2019 EUIPO/OECD Report

https://euipo.europa.eu/tunnel-web/secure/webdav/guest/document_library/observatory/documents/reports/IP_youth_scoreboard_study_2022/IP_youth_scoreboard_study_2022_en.pdf
https://www.oecd.org/gov/global-trade-in-fakes-74c81154-en.htm
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EU LANDSCAPE – THE EU TOOLBOX AGAINST COUNTERFEITING

 Announced in the IP Action Plan 

 Highlighted in the EU Strategy to tackle Organised Crime 2021-2025

 Building on:

 ‘follow the money’ approach to IPR enforcement

 work of the European Observatory on Infringements of IPR (EUIPO)

 good practices with key public & private sector actors (e.g. MoUs)

 existing & pending EU legislative & policy initiatives (Digital Services Act 

(DSA), Directive on measures for a high common level of cybersecurity across the 

Union (NIS2), 2020 Customs Union Action Plan , EMPACT 2022-2025)

https://ec.europa.eu/growth/industry/policy/intellectual-property-action-plan-implementation_en
https://ec.europa.eu/commission/presscorner/detail/en/ip_21_1662
https://euipo.europa.eu/ohimportal/en/web/observatory/home
https://ec.europa.eu/growth/industry/strategy/intellectual-property/enforcement-intellectual-property-rights_en
https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age/digital-services-act-ensuring-safe-and-accountable-online-environment_en
https://eur-lex.europa.eu/resource.html?uri=cellar:be0b5038-3fa8-11eb-b27b-01aa75ed71a1.0001.02/DOC_1&format=PDF
https://eur-lex.europa.eu/legal-content/GA/TXT/?uri=CELEX:52020DC0581
https://ec.europa.eu/home-affairs/what-we-do/policies/law-enforcement-cooperation/operational-cooperation/empact_en
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EU LANDSCAPE – THE EU TOOLBOX AGAINST COUNTERFEITING

Clarifying roles, actions & 

measures

Promoting innovation,

development & use of adequate

tools & new technologies

Enhancing cooperation

Facilitating information 

sharing
• Blockchain (EUIPO Blockathon pilot project)

• Artificial intelligence

• Automatic content recognition (EUIPO discussion paper)

• EUIPO IP Tech Watch Discussion Paper

• EUIPO Anti-Counterfeiting Technology Guide

• More & better data

• Better interoperability between databases

• Expanding existing tools (e.g. IPEP)

• EU data protection and competition laws

• Between intermediaries 

• Between intermediaries & rightsholders

• Between public authorities

• Between intermediaries, rights holders 

& public authorities

• Online/offline intermediaries & rights holders

• Complementary to the DSA, etc.

• Building on good practices (e.g. MoUs, EUIPO 

Expert Group Cooperation with intermediaries)

https://euipo.europa.eu/ohimportal/en/web/observatory/blockathon/join
https://euipo.europa.eu/tunnel-web/secure/webdav/guest/document_library/observatory/documents/reports/2020_Automated_Content_Recognition/2020_Automated_Content_Recognition_Discussion_Paper_Full_EN.pdf
https://euipo.europa.eu/tunnel-web/secure/webdav/guest/document_library/observatory/documents/reports/2020_Tech_Watch_paper/2020_IP_Infringement_and_Enforcement_Tech_Watch_Discussion_Paper_Full_EN.pdf
https://euipo.europa.eu/tunnel-web/secure/webdav/guest/document_library/observatory/documents/reports/2021_Anti_Counterfeiting_Technology_Guide/2021_Anti_Counterfeiting_Technology_Guide_en.pdf
https://euipo.europa.eu/ohimportal/en/web/observatory/ip-enforcement-portal-home-page
https://ec.europa.eu/growth/content/new-commission-reports-show-industry-cooperation-has-led-progress-tackling-online_en
https://euipo.europa.eu/ohimportal/en/web/observatory/news/-/action/view/8677127
https://euipo.europa.eu/ohimportal/en/web/observatory/news/-/action/view/8677127


Guarantee product authenticity throughout the whole 

supply and logistic chain? …

WHAT IF TECHNOLOGY COULD…

…And:

Ensure inclusion at minimal costs in existing production and distribution line

Address transparency on external supply chain and logistics without 

compromising business and trade secrets

Stay versatile in order to be part of additional digital solutions such as track 

and trace, or products´ EU and national regulation compliance 

ANTI-COUNTERFEITING BLOCKATHON INFRASTRUCTURE



DEFINITION OF BLOCKCHAIN AND NFT

A shared book of transactions (a digital ledger) duplicated and distributed across

the entire network of computers taking part in the system.

By design, Blockchain records information difficult or impossible to change, hack, or

cheat the system (tamper proof).

Transactions contain immutable data cryptographically encrypted (confidential).

ANTI-COUNTERFEITING BLOCKATHON INFRASTRUCTURE

Product
Digital Twin

details

Digital Twin 

(NFT)

Not on Blockchain On Blockchain

• Art piece

• Audio/Video file

• …

• Physical goods

• Product Description

• Product Digital Location

• …

• Unique Signature

• Current ownership

• Cost of transfer

• …

• Link to NFT Metadata

Not on Blockchain



EUIPO as unique actor to involve all parties in the chain, establishing links with 
existing systems: rightsholders and enforcement authorities (IPEP), EU IP Offices (IP 
Register on Blockchain).

Project aim: a scalable, decentralised, blockchain authentication 

platform to prove authenticity of products and support 

enforcement authorities in fight against counterfeits. 

EU scope: European Blockchain Service Infrastructure (EBSI) features for Self-

Sovereign Identity and product traceability. EBSI is part of the overall Connecting

Europe Facility Programme through the European Blockchain Partnership.

ANTI-COUNTERFEITING BLOCKATHON INFRASTRUCTURE

Timeline: Proof of Concept by 2022, Minimum Viable Product by 2023

CEF Programme European Blockchain 
Partnership

PROJECT FITNESS AND EUIPO ROLE

https://euipo.blumm.it/event/ar/1/anti-counterfeiting-blockathon-forum
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Video URL: https://www.youtube.com/watch?v=upwMUmKwZ7g

PROJECT VISION OF END SOLUTION

https://www.youtube.com/watch?v=upwMUmKwZ7g
https://www.youtube.com/watch?v=upwMUmKwZ7g
https://www.youtube.com/watch?v=upwMUmKwZ7g


MANUFACTURERS

LOGISTICS OPERATORS

Take possession of physical goods. 

Scan product tag using IoT devices 

Transfer of digital 

twin

RETAILERCONSUMER 

Blockchain

RIGHTHOLDERS

Authorized creation of NFT

Create and package physical products with product tag

Emit NFT bound to physical goods, pallets and/or containers

ENFORCEMENT 

AUTHORITIES

Receives pre-arrival 

information and perform risk 

assessment

At inspection, scan product 

tag with IoT devices 

EUIPO

Provide 

authentication 

platform for right 

holders to create NFT

DIGITAL 

HANDSHAKE

ANTI-COUNTERFEITING BLOCKATHON INFRASTRUCTURE

PROJECT USE CASE



PROPOSED SOLUTION HIGHLIGHT

ANTI-COUNTERFEITING BLOCKATHON INFRASTRUCTURE

An open source blockchain to liaise with all blockchain and IT systems, designed to share

authenticated shipment and product data through supply chain, to disincentivize the creation and

distribution of fake goods.

An Identity Management System

• Provide brand owners with means to sign digital twins of physical products

• Act as repository for verified brands signature to all parties in the chain

• Rely on existing EUIPO registers for Trademarks and Designs (TMDSView) and 

could interact with national EU IP Offices through IP Register in Blockchain
EUIPO

Identity Register

A peer-to-peer logistical layer

• Provide a common language for track and trace providers and companies' legacy

systems to collect and share data for anticounterfeiting operations

• Notarise on the blockchain an audit trail of the product shipment history at

recurrent point in time



PROPOSED SOLUTION MAIN KEY REQUIREMENTS

ANTI-COUNTERFEITING BLOCKATHON INFRASTRUCTURE

Scalability
The solution can be applied at different layers (sub-product, product, pallet, container) 

The volume of information in all blockchain remains low for take-up and expansion

Transparency
Brand owner signature verification available to all stakeholders connected in the chain

History of product shipment notarised through a chain of shared data

Confidentiality
Minimum information provided to each stakeholder and through selective disclosure, thus 

protecting commercial information

Interoperability
Brand owner choose their own NFT platform, manufacturers leverage existing physical 

identification technology, transport and logistic operators use their track and trace system

Security
Global chain and information flows remain cryptographically protected

Trusted issuer mechanism for digital signature

Compliance
The solution can fit in services offered by the European Blockchain Service Infrastructure

The solution is compliant with data protection, data privacy, and will follow ISO TC/307 

blockchain governance standards



Q2 Q3 Q4

Blockathon 

Forum

Study visits

Regulation and 

standards event

Use Case 

Redefinition

Feedback and Engagement through the
Blockathon Forum

ANTI-COUNTERFEITING BLOCKATHON INFRASTRUCTURE

Proof of 

Concept

PROJECT NEXT STEPS IN 2022

https://euipo.blumm.it/event/ar/1/anti-counterfeiting-blockathon-forum
https://euipo.blumm.it/event/ar/1/anti-counterfeiting-blockathon-forum
https://euipo.blumm.it/event/ar/1/anti-counterfeiting-blockathon-forum


THANK YOU

@EU_IPO

EUIPO

EUIPO.EU

Thank you!

https://twitter.com/EU_IPO
https://www.linkedin.com/company/euipo
https://www.facebook.com/EUIPO.eu
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